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Cyber Attack Directory   

[image: ]How you deal with a cyber-attack will depend on our business and your role. 
An organisation with an IT department 
You should have a Cyber Risk Management plan in place and employees should be aware of what steps to take if they notice any suspicious online activity. 
A small business with an external IT resource
You should ask them whether they have a cyber risk management plan in place and you, and your employees should know what to do.
If the responsibility for a cyber-attack lies with you, 
then there are a number of information resources available to you. Below we have listed some useful contacts you may wish to investigate.

How to report cybercrime

If you or your business are a victim of a cybercrime, the first place you should report it to is the Australian Cyber Security Centre.
Australian Cyber Security Hotline
1300 292 371
Report cybercrime online at ReportCyber here
You should not use ReportCyber when:
· There is a court order against the suspect or 
· You require assistance outside of business hours. 
Instead, you should report it directly to the police by visiting your closest police station or calling your police station on 131 444.

How to report online abuse

The Office of eSafety Commissioner provides a platform to including cyberbullying, image-based abuse, and offensive and illegal content. 
You can report online abuse here


Useful information and resources

ACSC Alert Service
Sign up for the Australian Cyber Security Centre’s (ACSC) Alert Service to receive alerts, information and solutions about the latest cyber threats and crimes within Australia, and how to address any risks that your devices and computer networks may face. Learn more and sign up.
Unsolicited calls
If you receive an unsolicited call from someone stating that they’re from the Australian Cyber Security Centre or ACSC, hang up. It’s very rare that ACSC makes outbound calls. It’s more likely to be a scammer, pretending they’re from ACSC. These scammers have been known to call people to trick them into installing malicious software on their devices.
Resources for small businesses
For cyber resources for small businesses including:
· Small Business Cyber Security Guide
· Tests to see if you and your staff can spot a scam
· A step by step guides on installing, updating and backing up your devices and more
visit ACSC’s Small & Medium Business resource centre.
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Interested in Cyber Liability insurance? Contact us today
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General Advice Warning
This advice has been prepared without taking into account your personal objectives, financial situation or needs. You should, therefore, consider the appropriateness of the advice, in light of your objectives, financial situation or needs before following the advice. Please obtain a copy of, and consider the Product Disclosure Statement (PDS) applicable to the general insurance product before making any decision.
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